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Abstract:  

This paper examines the role of credit cards in modern e-commerce as well as the 

relationship in e-crime, identity theft and the un-proportional losses suffered in the 

category of Card-Not-Present (CNP). In order to find the contributing factors, this 

paper outlines the facts found in industrial and research publications, news reports. 

It highlights some expert/critic opinions; along with the author’s analysis on the 

existing threats, vulnerabilities and opinions on where the problem lies and methods 

to solve them. This paper provides an overview of an innovative technology which 

has shown to be effective against defeating Man-In-The-Browser and Man-In-The-

Middle attacks. It discusses in detail how the technology can be utilized in e-Payment 

applications, and how 3AKey technology could play a pivotal role in the future of e-

commerce. 
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Introduction:  

The low cost and reach of the internet has propelled the growth of online banking 

and electronic commerce (e-commerce). This is despite the variety of security 

concerns. Credit cards have played a dominate role in e-commerce payments and 

thus have become the major target of e-fraud. 

 

[Cyber crime is now a multi-billion pound underground economy. This industry 

mirrors the legitimate economy with division of labour, job specialization, a global 

market and an efficient supply chain.]1 [Criminals thriving on an underground 

economy of credit card thefts, bank fraud and other scams rob computer users of an 

estimated $100 billion a year, according to a conservative estimate by the 

Organization for Security and Cooperation in Europe.] 2  

 

There are many factors contributing to the current dilemmas. A primary and 

dominant factor is that Systems are unable to keep up with the speed of change in 

technologies. It has been over 20 years since the invention of the World Wide Web, 

and in that time the internet has transformed from an information highway to an e-

commerce hypermarket. From an internet security perspective, [we are probably 

worse off than we were 20 years ago, because all of the money has been devoted to 

patching the current problem, rather than investing in the redesign of our 

infrastructure].3  To state it in layman’s terms, there is allot of window dressing, 

which simply does not solve the root problem. 

 

Has the payment industry done better? No. We believe the main reasons are:  

1) the internet is inherently insecure;  

2) the e-payment applications were designed and operated without end-to-

end security;  

3) the established back-office processes also fail to adopt changes required 

in a rapidly changing e-commerce environment, thus leaving entire 

systems vulnerable to many identity related threats.  

 

Credit cards were designed for face-to-face transactions; there have only been 

cosmetic changes since the establishment of standards for the magnetic strip in 

                                                        
1 Web inventor Time Berners-Lee calls for action against cybercrime ï Computerweekly.com 
2 http://www.nytimes.com/2008/12/06/technology/internet/06security.html?_r=1&em 
3 http://www.financialcryptography.com/ 
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1970. In its present form; it is has proven to be inadequate for the entire category of 

remote payments or CNP. Isn’t it time for some fresh thinking on the fundamentals 

of credit/payment cards, to consolidate its role as the anchor in the e-commerce 

future? 

The Unwelcome Trend 

With such a huge user base and the associated trust factor, credit cards have quickly 

become the preferred method of payment for non contact purchases in this age of e-

Commerce. 

 

Source: APACS - FraudtheFacts2007.pdf 

 

Over a decade, we see a significant reduction of loss due to lost of stolen credit 

cards, partly due the customer education and the criminal elements from petty 

thieves to organised criminals that focus their attention to the cyber space and 

launch digital identity based attacks. The proof on the above chart, released by the 

Association for Payment Clearing Services (APACS), show a 520% increase in CNP 

losses and a 50% increase in counterfeit cards, despite the introduction or Chip and 

PIN cards in UK. 

Identity Fraud ï A Bigger Problem 

Late in 2008 right on the tail of the TJX data breach which resulted in the exposure of 

between 45.7m and 94m credit card records; was the Heartland Payment Systems 

breach; [a payment transaction processor for more than 250,000 U.S. businesses, 

announced what may be the largest data security breach to date. Personal data of up 

to 600 million cardholders were potentially exposed]4; and RBS WorldPay, [a security 

breach on its network might have compromised the personal information of 1.5 

million credit card holders. The company noted at the time that around 100 cards 

                                                        
4 http://cyberlaw1.blogspot.com/2009/01/600-million-credit-card-data-security.html 
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had already been misused by unidentified cyber criminals. However, what it didn't 

say was that the fraud amounted to a whooping $9 million]5. In Germany, there are 

reports of data breaches and one is [Landesbank Berlin, the country's biggest credit 

cards issuer, meant that the security breach affected customers from all over 

Germany.]6 This is a global problem and it is growing.  

Internet Security Challenges 

For the great majority of users, the World Wide Web (www) is Internet. Hypertext 

Transfer Protocol (HTTP)  is used to transfer hypertext (web page – a file containing a 

set of tags and rules [known as HTML or Hypertext Mark-up Language] to define 

what it contains and how it is displayed) requests and information between websites 

and browsers. At this level, there is no built-in security.  

 

Behind the hypermedia information, there is Transport Layer Security (TLS) and its 

predecessor, Secure Sockets Layer (SSL), cryptographic protocols that provide 

security and data integrity for communications over TCP/IP networks. This is an 

optional extra for the Internet, and is widely used on websites providing privileged 

content to its users and online shopping. TLS and SSL encrypt data within the 

segments of network connections at the Transport Layer.  

 

The finer points of the TLS and SSL are that: 

 

1. It provides data protection by way of encryption 

2. The data is encrypted immediately at the source of the connection and 

decrypted on arrival.  

 

The above shows the inherent vulnerability that exists between connections. This 

can be illustrated with air travel. The airline will be in position to look after their 

passengers (while they are onboard the aircraft), but not while they are in a transit 

area or lounge, waiting to board a connecting flight. 

 

The above illustrates the design limitation of TLS and SSL technology. It also helps 

to understand why vulnerabilities persist and the reason why a secure e-Payment 

system requires true end-to-end security. 

                                                        
5 http://news.softpedia.com/news/RBS-WorldPay-Security-Breach-Earns-Fraudsters-9-Million-103719.shtml 
6 http://news.softpedia.com/news/Sensitive-Data-Leak-Frenzy-Hits-Germany-100084.shtml 
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Data is like travellers in transit. There exists uncertainty and risk while in transit. Data 

is packed in the form of User Datagram Protocol (UDP) or Transmission Control 

Protocol (TCP) The datagram is transported in HTTP (economy cabin) or HTTPS (first 

class cabin) from source to destination through switches, routers and gateways 

(transit) under the control of Internet protocol (IP which can be related to the ticket 

or travel itinerary in travel).  

 

As users are aware, the internet is made up by the web of computers. There is 

unlikely any direct connection from source to destination. There are two types of 

connections required, physical connection (physical layer, a network cable or a WIFI 

access point) and Logical layer (Data Link Layer – Ethernet for example). 

 

Therefore, it is guaranteed that it will take multiple connections (HOPS) to load your 

favourite web page to your browser.-  In other words, when a user types in a URL at 

the browser, the message is relayed through the web (Computers, routers, bridges 

etc, etc), each making a new connection to next point of contact, until the 

destination is reached.  

 

There is absolutely no guarantee that the above mentioned connections are finally 

joined together to become a virtual direct connection, as messages can be relayed 

between two separated connections such as a proxy.  

 

[In computer networks, a proxy server is a server (a computer system or an 

application program) that acts as a go-between for requests from clients seeking 

resources from other servers. A client connects to the proxy server, requesting some 

service, such as a file, connection, web page, or other resource, available from a 

different server. The proxy server evaluates the request according to its filtering rules. 

For example, it may filter traffic by IP address or protocol. If the request is validated 

by the filter, the proxy provides the resource by connecting to the relevant server and 

requesting the service on behalf of the client. A proxy server may optionally alter the 

client's request or the server's response, and sometimes it may serve the request 

without contacting the specified server.] 7 

 

                                                        
7 http://en.wikipedia.org/wiki/Proxy_server 
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Unless TLS or SSL connections are made from the source to destination, the security 

of the connection is potentially compromised, hence relying on TLS or SSL to secure 

the payment data is wishful thinking. The experts agree. [The vast majority of the net 

is insecure. We ain't got no security, we don't fear no black swan. We're about as low 

as we can get.]8  

 

[The application must do most of the work. For really secure systems, only 

application security is worthwhile. That is simply because most applications are 

delivered into environments where they have little control or say over how the 

underlying system is set up.] 9 

 

Based on Attorney Joel Lisker's testimony in US District Court (Master Docket No. 07-

10162-WGY)10, TJX data breaches happened on the penetration of a WIFI access 

point in the TJX store. Would this kind of attack be prevented by increasing the WIFI 

network security? It might. However, many elements of the internet are not in the 

control of any single organisation. Today, the consensus amongst industry insiders is, 

if you open port 80 (the web) in your firewall, you may have opened your whole 

enterprise network.  

 

The use of TLS/SSL provides limited protection in real terms, but the growing 

evidence suggests SSL Encryption may lure companies and users into a false sense of 

security, reducing their concerns over the protection of personal information, PIN 

numbers and Passwords.  

 

This false sense of security even amongst the IT profession:  [Today, we take it for 

granted that most of our information is safe because it's encrypted. Every time we 

use a credit card, transfer money from our checking accounts -- or even chat on a cell 

phone -- our personal information is protected by a cryptographic system. But the 

development of quantum computers threatens to shatter the security of current 

cryptographic systems used by businesses and banks around the world.]11 

 

Using the encryption approach is at risk even without considering quantum 

computers of the future; the emerging threats such as Man-In-The-browser, simply 

                                                        
8 https://financialcryptography.com/mt/archives/001158.html 

9 http://iang.org/ssl/h5_security_begins_at_the_application_and_ends_at_the_mind.html 

10http://blog.tizor.com/data_auditing_blog/tabid/8146/bid/4793/How-did-the-TJX-data-breach-happen.aspx 
11 http://www.sciencedaily.com/releases/2009/02/090205110609.htm 
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bypasses all current defence mechanisms including SSL. One example of such an 

attack is already in the wild. It is named Silent Banker which on its initial release 

targeted 400 banks, where it circumvents Two-Factor Authentications. [The scale 

and sophistication of this emerging banking Trojan is worrying, even for someone 

ǿƘƻ ǎŜŜǎ ōŀƴƪƛƴƎ ¢ǊƻƧŀƴǎ ƻƴ ŀ Řŀƛƭȅ ōŀǎƛǎΣέ hƳǳǊŎƘǳ ǎŀƛŘ ƛƴ Ƙƛǎ ōƭƻƎ ǇƻǎǘƛƴƎΦ 

Omurchu said that the ability of Silent banker to perform man-in-the-middle attacks 

on valid transactions is the greatest cause for concern.]12 

 

The bigger issue is that [SSL protects data in transit but the problem isn't 

eavesdropping on the transmission. Someone can steal the credit card on some 

server somewhere. The real risk is data in storage. SSL protects against the wrong 

problem,] 13  says cryptography expert Bruce Schneier in December 2008, after a live 

demonstration of the successful attack on SSL certificates. 

Payment Industry Security Vulnerabilities 

CCV (Card Verification Value) 

Knowing the risk associated with CNP transactions, in particular online payments, 

the industry has provided additional security measures; one of these schemes is the 

introduction of Card Verification Value, or CVV. 

 

The card verification value is a three- or four-digit number printed on a credit card 

(and encoded on the magnetic strip) for fraud detection. It provides a cryptographic 

check of the information embossed on the credit card. The use of the CVV in an 

online transaction is intended to signify the physical presence of the card at the 

transaction’s origin, e.g. in the hands of an online customer, thus reducing the 

occurrence of credit card fraud in card-not-present transactions.  

 

Unfortunately, as CVVs have been captured and stored in merchant databases that 

are subsequently compromised, the anti-fraud value of the CVV has recently 

diminished. Cyber-Criminals routinely offer for sale full stolen credit card details 

(including the CVV and card owner billing information) to the criminal community 

at an astoundingly low price ς Alarmingly, even magnetic track dumps and PIN 

numbers are reportedly available for a premium. 

                                                        
12 http://www.nationalcybersecurity.com/blogs/300/Silent-Banker-Trojan-Targets-400-Banks-Circumvents-Two-

Factor-Authentication-Just-For-Starters.html 
13 http://news.cnet.com/8301-1009_3-10129693-83.html 
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3-D Secure 

3-D Secure is an XML-based protocol used as an added layer of security for online 

credit and debit card transactions. The 3-D Secure protocol was developed by Visa to 

improve the security of Internet payments and offered to customers as the Verified 

by Visa service. Services based on this protocol have also been adopted by 

MasterCard, under the name MasterCard SecureCode, and by JCB International as 

J/Secure. 

 

[But in a complex global system, nothing is 100 percent foolproof. "Criminals may 

exploit one component of the payment system," said a spokesman for Visa Europe 

who did not give his name, citing company policy. The challenge, he added, is "to 

remain one step ahead." At a recent roundtable event hosted by fraud detection firm 

CyberSource from banking, e-commerce and academia argued that 3-D Secure ς 

which comprises Verified by Visa and Mastercard SecureCode - is fundamentally 

insecure]14. 

Private Information Verification  

In the context of the credit card, due to its simplistic design, the card number is the 

only identification. Validation is checked against its expiry date. Current online 

electronic payment systems require the customer to provide fresh payment details 

in a form, every time a purchase is made. All details that are otherwise relatively 

private are now submitted over a public network to a central location for processing 

and approval. Further, some organizations then store the card details and other user 

information locally (unnecessary) in the name of authentication requirements. 

Chip and PIN (CAP) 

The full specification Chip and PIN card operating in DDA (Dynamic Data 

Authentication) mode features greater security than the other solutions noted above 

and is potentially more suitable for remote authentication and secure online 

payments. Unfortunately the high cost of this solution has resulted in the 

deployment of an inferior lower cost implementation that has perhaps made a small 

increase in security for a very short time period, but regretfully, its weakness is now 

fully exposed. Given that it did not deliver the benefits of security as it had promised, 

                                                        
14 http://www.computing.co.uk/itweek/news/2214146/industry-lays-secure 
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it is thus highly likely to eventually be replaced. Furthermore, it is over-complicated 

in design and has limited usability. 

 

On 27 Feb 2009, The University of Cambridge, UK published the related research 

paper: [Optimised to Fail: Card Readers for Online Banking]15  which details the 

vulnerability of Chip Authentication Programme (CAP) and the protocol weaknesses. 

These academic papers highlighted the challenges that the industry is facing and the 

lack of choices that are available with the existing technology framework and 

traditional approaches. Additionally Portable CAP readers have introduced a new 

problem – PIN theft under duress. This has resulted in an ever growing concern for 

customer safety in the face of Organised Crime’s involvement in this area of criminal 

activity.  

How About Security Standards and Processes 

For the payment industry, one of the widely used standards is Payment Card 

Industry (PCI) Data Security Standard (DSS). This standard defines the following: 

 

¶ Requirement 1: Install and maintain a firewall configuration to protect 

cardholder data 

¶ Requirement 2: Do not use vendor-supplied defaults for system 

passwords and other security parameters 

¶ Requirement 3: Protect stored cardholder data 

¶ Requirement 4: Encrypt transmission of cardholder data across open, 

public networks 

¶ Requirement 5: use and regularly update anti-virus software 

¶ Requirement 6: Develop and maintain secure system and application 

¶ Requirement 7: Restrict access to cardholder data by business need-to-

know 

¶ Requirement 8: Assign a unique ID to each person with computer access 

¶ Requirement 9: Restrict physical access to cardholder data 

¶ Requirement 10: Track and monitor all access to network resources and 

cardholder data 

¶ Requirement 11 Regularly test security system and processes 

¶ Requirement 12: Maintain a policy that addresses information security 

 

                                                        
15 http://www.cl.cam.ac.uk/~sjm217/papers/fc09optimised.pdf 
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[With the expanded use of Internet technologies by the financial services industry, a 

new international standard to protect online transactions has a huge potential to 

improve security measures taken against identity theft, cyber crime and intrusion 

attacks. ISO 21188ΥнллсΣ ΨtǳōƭƛŎ YŜȅ LƴŦǊŀǎǘǊǳŎǘǳǊŜ ŦƻǊ ŦƛƴŀƴŎƛŀƭ ǎŜǊǾƛŎŜǎ ς practices 

ŀƴŘ ǇƻƭƛŎȅ ŦǊŀƳŜǿƻǊƪΩΣ ƻŦŦŜǊǎ ŀ ǎŜǘ ƻŦ ƎǳƛŘŜƭƛƴŜǎ ǘƻ ŀǎǎƛǎǘ Ǌƛǎƪ ƳŀƴŀƎŜǊǎΣ ōǳǎƛƴŜǎǎ 

managers and analysts, technical designers, implementers, operational management 

and auditors in the financial services industry.] 16  

 

As with any standards, it is usual to define a set of minimum requirements. But 

standard compliance does not equal security. 
 

Did ISO 21188:2006 adequately address the online transaction security or 

effectiveness against identity theft? According to security expert/critic [in light of 

recent British pin and chip vulnerability threat, is to consider another metaphor for 

viewing the session authentication paradigm: They tend to leave the transaction 

naked and vulnerable.] 17 

 

For those familiar with the above incidents, TJX, Heartland and Worldpay are all PCI 

certified. 

 

Heartland is a major payment processor, [a few of their servers on their payment 

network were compromised with network sniffers or key loggers that were basically 

stealing data off the wire or the network as it was passing by. 

  

What this shows us is that compliance does not equal security and we really have to 

scrutinize the requirements that are within PCI to figure out whether -- obviously, 

they're still relevant at what level but where does PCI need to go now given that 

there have been two high profile breaches of PCI compliant organizations].18 There is 

ample evidence that has demonstrated insufficiency of many standards. More 

importantly, because standards take lots of time to develop, there is no match to the 

incisive organised cyber criminals with their advance technologies, and who are 

motivated with the skill to exploit the vulnerability of the entire system from many 

and any level. 

                                                        
16 http://continuitycentral.com/news02582.htm 

17 https://financialcryptography.com/mt/archives/000745.html 
18 http://www.ebizq.net/blogs/news_security/2009/02/harland_data_breach_a_failure.php 
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Observations and Opinions 

From a security perspective, the complete reliance on credit card numbers and other 

verifiers (expiry date and sometimes, the CVV number) to authorise transaction/s is 

attributed to the continuous increase of identity base cyber attacks - CNP frauds. 

 

At the same time, current security architecture attempts to protect data by keeping 

hackers out of the networks where sensitive data is processed. Inside the network, 

however, data is often relatively unprotected. This leaves the insider or hacker to 

compromise the network and collect credit card numbers as they move through the 

network. [In 2008, 656 such incidents were reported, according to the non-profit 

Identity Theft Resource Centre, up from 446 in 2007]19, The result? [the amount of 

credit card numbers being sold by cyber-criminals outnumbers other types of 

sensitive data by a factor of over 20 to 1. There are far more credit card numbers 

available to cyber-criminals than there are Social Security numbers, bank account 

numbers, or ATM PINs.] 20 

 

The above clearly illustrated the following: 

 

¶ The Internet is insecure  

¶ CDP losses have direct links with identity theft 

¶ The encryption does not secure transactions 

¶ Existing Payment Solutions Have Failed to Prevent CNP Fraud 

¶ Compliance is not equal to security  

 

[The recent data breach at Heartland Payment Systems should make one thing clear: 

the standards for security around credit card numbers still aren't good enough. New 

technologies are needed to ensure that credit card numbers and other forms of 

sensitive information can be protected well enough. It's probably the case that an 

entirely different approach to information security is needed.] 21 

                                                        
19

 http://online.wsj.com/article/SB123249174099899837.html?mod=testMod 

20 http://www.net-security.org/article.php?id=1202 
21 http://www.net-security.org/article.php?id=1202 
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Introducing 3AKey  

3AKey is our weapon to help the internet community to win the war on phishing, it is 

designed to: 

 

¶ Defeat Phishing Attacks 

¶ Prevent Identity Theft 

¶ Defeat MITM & MITB attacks 

¶ Remove dependency on third party security 

 

3AKey is a highly secure digital identity device, embodied as a Human Interface 

Device (HID).  

 

3AKey is a world first implementation of distributed, hardware-based local 

authentication technology. It is a personal authentication server, exclusive to the 

user. 

Summary of 3AKey Features 

Features  3AKey  

Security Capabilities 
Dynamic Digital Identity 
One-to-One Mutual Authentication  
Distributed Local Authentication 

Security Strength 128 Bit  

Device Authentication Continuous, Dynamic Authentication   

Device level User Authentication Server initiated, With Embedded Mutual Authentication 

Transaction Authentication Embedded Hash function ï Proprietary Keyed HMAC 

Risk to phishing attacks Irrelevant 

Risk to brute force attack Low 

Risk to MITM or MITB attacks Low 

Device integrity (lost or stolen) High 

End to End security Yes 
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3AKey Security Foundation 

3AKey is not a USB storage device (such as a traditional memory stick). It does not 

pose any security risk and it cannot be used for data theft, as it belongs in the same 

class as a keyboard, mouse and tablet. Therefore, it is immune to computer viruses. 

 

3AKey contains a custom USB microcontroller and a small NON VOLATILE MEMORY 

device that is capable of storing multiple security certificates, each dedicated to a 

unique service provider and/or class of security or service. 

 

The security of 3AKey is implemented by way of “write-once only” unique private 

digital identifier and private security certificate(s). The dynamic ID used for a 

transaction is a dynamic hash of the above elements, together with session ID and 

other random selected data as defined by the designated central server. 

 

3AKey communicates with a default central server through a small and purpose built 

Windows driver (This software driver is very small and it is a free user download). 

This special software is required for only one purpose – to translate the message in a 

form that 3AKey and the JANUS Server can understand; hence, it has low security 

risk as it does not provide security related functionalities. 

 

After the 3AKey driver is installed, the access to the subscribed service is automated, 

usually when the 3AKey is inserted into the computer. As long as the 3AKey is 

present, the authentication between the 3AKey will be completed without user 

input, and privileged access terminates immediately on the removal of the 3AKey. 

Thus removing any potential attacks on assumed identity. 

Dynamic Digital Identity 

Dynamic Digital Identity is the only effective tool available to combat and prevent 

identity theft. 

 

Unlike traditional approaches, 3AKey provides a new digital identity on demand with 

every transaction that is managed by the central authentication (JANUS) server. As a 

result, identity information can no longer be categorised externally to be used by an 

adversary. In a word, (digital) identity theft is prevented as there is no identity to be 

discovered and re-used. 
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One-to-One Mutual Authentication 

The security and privacy of 3AKey is built from the On-to-One relationship (shared 

secrets) existing between the 3AKey and the central server. This allows the messages 

to be discrete between each other through our highly secure messaging technology 

that ensures every message is one-way encrypted with a cryptographic nonce 

(Server generated One-Time-Password) in all communications. 

 

In the context of mutual authentication, the server is required to provide a security 

token specifically prepared for the targeted 3AKey, in return for the 3AKey to 

provide the dynamic message in reply, which is bound to the unique session and the 

secrets exist in the 3AKey, as specified by the server.  

Distribute Local Authentication 

Even though the above described 3AKey features have already raised the standard of 

security to a uniquely high level as a security device; 3AKey is setting the standard 

for user-level authentication, as it not only proves an effective and highly secure 

channel to authenticate to a central authority with its Distributed Local 

Authentication technology, but also enhances the integrity and security of the entire 

system and delivers a new standard of internet transaction privacy at the same time. 

 

Using Distributed Local Authentication, every 3AKey is a personal authentication 

device. Username and password are stored locally and securely inside the 3AKey, if 

the server requires user-level authentication, it simply suspends the 3AKey remotely 

and requests the user enter their username and password to reactivate the 3AKey to 

continue. This process does not require the password to be sent to a central location 

to process, making 3AKey immune to identity based attacks.  

 

With Distributed Local Authentication, the payment processors or content providers 

no longer need to store the valuable user credentials and credit card numbers and its 

CCV code no longer plays a part in authorising the transaction, thus reducing the 

value of this static data and therefore the risks of data security breaches and insider 

threat as the security is distributed and shared by all stakeholders.   
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Continuous Dynamic Device Authentication 

Traditional solutions authenticate the user once in a process called “User Login” 

whereby the user is granted access to all resources, thus leaving the system 

vulnerable to attackers using an assumed identity.  

 

With 3AKey, the complexity of authentication process is handled by the server and 

3Akey, removing unnecessary user input wherever possible; the service provider can 

(and is recommended) to authenticate every transaction on a continuous basis and 

further enhance the system security with reduced backend cost (authentication is 

offloaded to 3AKey) to manage a large amount of concurrent users and increase 

usability. 

True End-to-End (360o) Security 

3AKey is inherently secure because it is built from a mask chip.  

 

There is little or no security risk associated with the manufacturing, assembling and 

post manufacturing work. 

 

All security is controlled, processed and authenticated at the central server. All 

security elements are controlled by the server at the point of distribution and it is 

then activated separately by service providers and individual users online.  

 

Once the user credential is verified, and is associated with the unique 3AKey, the 

security becomes exclusive between the 3AKey and the designated central server.  

 

In a transaction, the mutual authentication is conducted in reverse order; the server 

must provide a one-time request-for-information security token, unique to the 

specific 3AKey before the 3AKey returns a one-time identity-verification token. The 

authenticity of the identity-verification token can be verified by the requesting 

server only. This provides a true application level, End-To-End Security, and 

extended to the user level when required. 

 

3AKey has its own unique secure messaging technology to communicate with the 

central server (It can operate in a TLS/SSL environment, used as an enhancement). 

3AKey also protects transaction data and assists with the central server to verify its 

integrity and authenticity utilising our DATA SENTRY feature. With it, complete 

transaction security is delivered.  
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How 3AKey Can Help to Secures e-Payments 

The key is to: “Reduce the attack surface to virtually invisible”. The traditional 

payment system completely relies on remotely entered data for user authentication 

and transaction. Since the system cannot secure all remote computers, it makes an 

assumption that the user’s computer is trust worthy once the user is authenticated. 

This trust also extends to all data originated from that computer as well. However, 

knowing what Man-In-The-Middle and Man-In-The-Browser attacks can do, the 

whole payment system is at risk because the processes put in place are inadequate 

to stop or prevent such attacks.  

 

As described in this article, 3AKey system reverses the authentication sequence that 

enables the 3AKey to authenticate the Server first. Once the server request is 

authenticated, 3AKey produces a dynamic credential verification token in return, 

thus eliminating the need of transmitting the credit card number, bank account 

number or user details over the network or internet. This removes the potential risks 

of attack from malware, Trojans or other emerging threats with growing 

technological sophistications such as Man-In-The-Browser.  

Other Measurable Benefits 

3AKey has embedded multiple, separated security partitions. Each security partition 

is run by a separate authorised central entity. This means that one 3AKey can be 

used for multiple, independently run and managed secure services. This separation 

enables organisations to maintain their security standards with no impact on the 

usability. The ability to allow separate organisations to issue their own branded 

3AKey that can function seamlessly over a common network encourages speedy 

public acceptance, due to the inherent benefits of convenience, security and 

superior privacy. 

Extended Capability: Could 3AKey be used as a Credit Card? 

At the present time, the current 3AKey in USB HID (Human Interface Device) form is 

the most cost effective interface for CNP transactions use computers; and would 

make an ideal companion to the Credit Card. For other transaction systems such as 

in-store purchasing the customer’s credit card could be used in the usual way. 

 

Future development could see the 3AKey technology applied to the Credit Card form 

factor to produce a truly “intelligent” payment or money card with the same 

capabilities as the 3AKey HID. This evolution would likely take place as a joint 
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development effort between FrontOne and an industry leading Card Provider. 

FrontOne has already proven 3AKey can be built into a Smart Card interface, utilising 

either contact or contactless options.  

Summary of Benefits 

By utilising 3AKey to facilitate remote transaction, e-Commerce and e-Payment, the 

overall system security will be greatly enhanced, minimising the impact of the 

insecure Internet infrastructure, and enabling e-Commerce to grow to its full 

potential. The benefits listed below can be realised by all stakeholders from day one: 

 

1. Security and Privacy – setting new standard. 

2. Simplicity – enhanced usability and seamless integration. 

3. Low cost – low manufacturing, distribution and operation cost. 

4. Defeats Identity Theft – Reduce the cost of protecting privacy data and 

potential loss associated with data breaches. 

 

As mentioned earlier in this paper, for the payment industry, current security 

architecture attempts to protect data by keeping hackers out of the networks where 

sensitive data is processed. Inside the network, however, data is often relatively 

unprotected.  

 

With 3AKey, credit card security is controlled by the issuer; thus credit card numbers 

will no longer be processed or be held by payment processors as it is not required in 

CNP transactions; the service providers only require enough information to deliver 

the goods or service; and the users are in total control of their own digital identity. In 

this system, all stakeholders play an important role and contribute to the overall 

security of defeating identity based attacks.   
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Conclusion 

The Internet, as a borderless global commerce platform is full of opportunities. As 

numerous researchers have shown for those who shop online, one of the most 

attractive attributes of a payment solution is one where a customer does not have to 

disclose payment card information; for those who choose not to shop online, the 

main reason given is transaction security is just not good enough.  

 

3AKey is the ultimate data-centric security solution, and will improve the e-

commerce and e-payment processes. The overall system security will be raised to a 

new level across the entire industry and drop the curtain on the entire CNP fraud 

episode. 3AKey as a security device has demonstrated superior capability to defeat 

identity based attacks and secure e-Commerce including, mitigating CNP fraud. It 

also helps to simplify the online transaction processes and enhances usability. With 

the innovative Distributed Local Authentication technology, users can reclaim the 

control of their digital freedom and have the means to protect their identities. 

Knowing that security is truly in the hand of all stakeholders, this will help to build 

confidence, trust and quick acceptance. These qualities qualify 3AKey as the 

strongest candidate to be the foundation of a new and advanced electronic payment 

system. 
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