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Transaction Security – Simple, Smart, State of the art 

Introduction 

FrontOne Limited provides solutions for organisations 

to build secure transaction environments. Our 

technologies empower businesses to keep growing 

their online businesses with confidence, knowing that 

the interests of all stakeholders are well protected; 

and enable government agencies and healthcare 

providers to strengthen the security of their 

information systems, deliver efficient services to its 

citizens while safeguarding the privacy of all individuals. 

Products 

FrontOne’s JANUS is a new generation of online transaction-security. We focus on two 

essential elements of a secure transaction; 1) Strong Mutual Authentication with our ID 

sentry products. 2) Transactional Data Integrity with our Data Sentry products.  

FrontOne
®
 JANUS™ ID Sentry™ 

ID Sentry is designed to protect a user’s Digital Credentials by enabling applications to 

positively and reliably authenticate the user without the need of a complete set of user 

credentials being sent in real-time, based on our unique methodologies and processes of 

Message Dissemination technology*. 

 

ID Sentry Toolkit Description 

HFA** Password  HFA Mutual Authentication with site tag and password  

HFA Matrix HFA Mutual Authentication with image Matrix 

HFA Captcha HFA Mutual Authentication with Captcha OTP 

FrontOne 3AKey 3AKey with Distributed Local Authentication 

FrontOne
®
 JANUS™ Data Sentry™ 

Data Sentry provides secure, reliable and discrete ways of verifying the integrity of the 

transaction data independently.  

 

Data Sentry Toolkit Description 

DS Silent Data Integrity Verified with server nonce  

DS Authorisation Code Data Integrity Verified with user authorisation code 

DS Hardware Token Data Integrity Verified with third party hardware token 

DS Soft Token Data Integrity Verified with SMS relayed OTP 

DS Captcha Data Integrity Verified with OTP delivered by Captcha 

DS HFA Data Integrity Verified with Human Factor Authentication  

DS 3AKey Data Integrity Verified with 3AKey dynamic token 

DS LAS Data Integrity Verified with 3AKey Password Token 
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Features Compared 

Features HFA 3AKey 2FA Password 

Phishing Mitigated Defeated  Minimised Vulnerable 

Identity theft Mitigated Prevented  Minimised Vulnerable 

Man In the Middle Mitigated Defeated Vulnerable Vulnerable 

Man In the Browser Mitigated Defeated Vulnerable Vulnerable 

Device Authentication Two way Two way Offline None 

End to End Security Yes Yes No No 

FrontOne
®
 3AKey™ Features 

3AKey is the world’s first Distributed Local Authentication solution, a truly hack-resistant 

innovation. Unlike 3AKey, other Two Factor 

Authentication (2FA) tokens are vulnerable to 

Man-In-The-Middle (MITM) and Man-In-The-

Browser (MITB) attacks. These traditional solutions 

are defenceless because the attacks take place on 

the transaction layers which bypass security 

measures such as TLS and SSL and leverage the 

legitimate user login. However, 3AKey embodies 

several ground breaking technologies and 

processes that make it impervious to these types of attack. 

 

1. 3AKey meets the Strong Authentication requirements as defined by Federal Financial 

Institutions Examination Council (FFICT); 

 

2. Identity theft prevention – Instead of using static credentials, 3AKey uses dynamic 

identities. This defeats all active and passive data attacks including Trojans, key 

logging, shoulder surfing, data sniffing as well as general and targeted phishing 

attacks. 

 

3. Mitigates identity-based attacks – 3AKey removes the risk of external hacks or 

insider threats because:  

 

a.  the abstract credential information is embedded within 3AKey and cannot be 

duplicated outside the environment; 

b.  the service provider as well as JANUS server stores user profiles in an 

abstract format, therefore it is useless to third parties; 

c. 3AKey authentication is initiated by the server and it is authenticated by the 

3AKey - authentication in reverse order which defeats phishing attacks;  

d. Protects a user’s privacy through Continuous Mutual Authentication and 

Distributed Local Authentication. 
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4. Simplicity – deployment of 3AKey simplifies application designs, reduces system 

complexities and more importantly enhances the usability. All security tasks 

including data protection are completed seamlessly behind the scenes. 

Market Position 

Unlike other products that are complex, expensive and vulnerable to identity based attacks 

as well as MITM and MITB, FrontOne offers innovative solutions that are flexible, cost-

effective and prevention focused. Most importantly, it is a 

transaction security solution. 

 

"The [JANUS] approach offers a paradigm shift in the way 

authentication sessions are handled. It has capitalized on the 

human intelligence supported by personalized stored objects. It 

has also benefited from the various available communication 

environments. The result is a complex, unpredictable and 

intelligent process that is dynamically changing. The complexity is embedded within the overall 

ǇǊƻŎŜǎǎ ōŜƘŀǾƛƻǳǊ ǿƛǘƘƻǳǘ ōŜƛƴƎ ǇŀǎǎŜŘ ǘƻ ǘƘŜ ǳǎŜǊέ (Professor Adnan Al-Anbuky  - member of the 

IEEE and Associate Head of School of Engineering, Head of Electrical & Electronic Engineering from 

the Auckland University of Technology). 

Wider Security Perspectives 

Whilst the world has generally focused on the security and vulnerabilities in computers and 

networks, cyber security has been on the agenda at the highest level. The same security 

challenge is faced by all industries, in particular, governments worldwide are driven to 

initiate and fund infrastructures, green energy and energy efficiency projects. As a result, 

there is a quiet rush in building a new generation Automated Meter Reading device and a 

move towards an Automated Resources Management Infrastructure. Infrastructures where 

millions of devices in Supervisory Control and Data Acquisition (SCADA) Systems are 

controlling the generation and supply of electricity, water supply, food storages and 

telecommunications services. Electronic devices also play a vital part in traffic control in the 

air, seas and roads; as well as the security, safety and comfort of home and office.  

 

Based on current trends, these new and existing electronic systems will eventually be 

interconnected through the Internet to provide integrated control and monitoring services. 

If suitable security is not designed into the new devices and control systems, it will become 

a very significant global problem.  

 

Knowing that computers with huge processing power remain vulnerable to attacks, how will 

small electronic devices or an entire control system defend itself when it is subjected to 

persistent attacks?  
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JANUS can strengthen the system level security, and the same technologies can be 

implemented in embedded devices - 3AKey is one exemplary device that incorporates a high 

level of security with strong, two-way authentication. 

Partner for Innovation 

The foundation technology of JANUS can be applied to many industry sectors; significant 

benefits can be achieved with the above technologies and FrontOne has identified several 

key areas of potential collaboration:  

 

× SafeKey™ - This is a project that extends the capability of 3AKey with data storage. 

The embedded cryptographic module ensures data remains confidential in transit 

and in storage. The secure strong authentication enables Digital Rights Management 

with a high level of integrity. This is a joint project with The University of Auckland, 

supported by the Foundation for Research Science and Technology. 

 

× DCME™ Digital Content and Micro-payment Exchange is a secure digital utility 

service. By leverage the superior built-in security, extra usability and at a low cost, 

3AKey can be the bridge for both the digital content providers and consumers to 

engaging each other and to transact freely without compromising on privacy or 

usability; a trusted platform that an effective Digital Content and Payment Exchange 

can be built. The micropayment, pay-as-you-go model will enable users the freedom 

to choose and to pay for quality contents and services at an affordable price; and a 

more cost effective model for the large majority of content and service providers 

today to benefit from their participation in the digital economy. 

 

× 1234paid™ is our four step mobile phone based payment solution, offering browser 

as well as Java-based payment terminal software. It enables platform independent, 

Person 2 Person (P2P) and Business to Consumer (B2C) transactions in real time with 

comprehensive security, strong authentication and superior privacy. 

 

× eMail Confidential™ - confidential email services enabled by 3AKey or Safekey. 

 

There are many other current and emerging enterprise and web applications that require 

security and/or privacy enhancement which can take advantage of our unique patented 

methodologies and approaches.  

Looking Forward 

Today, organised cyber criminals are focusing their attention to monetary returns.  The 

multi-billion dollar underground economy has been built from trading identity and credit 

card information. There is an estimated multi-billion dollar cost annually, to the victims of 

identity theft and the liability and damages to businesses affected by data security breaches.  
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Without adequate safeguards to privileged information and the integrity of transactional 

data, companies inevitably pay a heavy price in terms of damaged public trust, sinking share 

value, and even prison time for top executives. In the end, it impacts the wider community, 

as organisations have to pay additional insurance premiums, and make continuous financial 

investment in security technologies and resources; the cost eventually trickles down to end 

users. The scale of the challenge facing industries is compounded by the global recession 

and the arrival of cloud computing. 

Conclusion 

The features of JANUS as illustrated above can be translated to significant competitive 

advantages and measurable financial benefits; the foundation technologies can be utilised 

by many applications outside the financial sector where data 

security is critical and privacy is essential.  

 

Thank you for your interest in FrontOne, our technologies and 

solutions. We at FrontOne are excited about the ability to 

contribute to the growth of the online economy. We believe 

that we can add value to your business by helping you to secure 

your online channel, enhance the security of your existing 

product, or to develop a new class of product and/or service. You are welcome and are 

encouraged to test drive our JANUS and/or 3AKey solution in your application environments 

thus enabling you to make an informed decision that is best for your organisation. Please 

visit our website www.frontone.com for contact details, news and information updates. 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

*  Message Dissemination ς NZ patent 54135, patent pending US, EU, CN, JP, CA & AU 

**  HFA is abbreviation for Human Factor Authentication ς NZ patent 541711; patent 

pending US and EU 
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